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COUNTERINTELLIGENCE OPERATIC ONS 2 


ve eres an OS! fatelligesics Céllection Seminar to| 
= Be held-on-22 and: 23 February 197 | 


Yesterday and today. you have hetd discussions on. the. intelligence es oe 


collection process, “targeltiog,: and exploitation. In: this: hour’ Yong. dis- 


"ol Lie cussion of countertntelligence, Tam golng to continue ‘that process. I 
am going to talk about intelligeace collection, the. process of targettiag, : ; - ia 


and the proceos of exploitation. However, in contrast to the: other 


speakers’in the seminar, Iam. going to discuss you as atarget. ~° |. 3 . ie ee 


vor most of us serving inthe Directorate of a dienee and Tech- 
nology or the Directorate of Intelligence, ‘security on a daily basis 
concise of showing your badge to the man at the door and making sure, 
that ‘your safe is closed at night. During the day we aesscixe with our 
colleagues who wear badges to testify to the fact they have been cleared. 
Outsiders who come into view also wen badges indicating that they too 
' have been cleared. Thus wrapped in thie cloak provided us by security, 
few of us give much thought to the fact that a major power with endless 
funda considers the United States and in particular the Central Intellie 
gence Agency to be the "main enemy, the primary adversary, the 


prime target."' There ig documentary proof of this. Iocan go on to 
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say that In thia age of technology where, in my view, the United States 
haa‘no equal, -the. Directorate of Science and-Technology and its offices 
such as the Office of Selentitte Intelligence rate pretty high on the © 


‘Priority list of targets. Ie has‘td -- - look at “the publicity o- and took” 


, at. the’ fact that as so many of you know, the Soviet technological gap 


2 “1a aormething the Soviets are trying to eloxe fast. Interestingly | oN - 


; eclentitic units. were " eongolidated: ato ‘an. Sut depiartinent and in. 1963, a os , 


. were c pait of geographic ‘area divisions. About 1956/57 these isolated. 


the department was upgraded ‘into a’ ‘fall fledged directorate, As far : 7 . 


> as Overseas» ‘repfesentation is. “concerned; the USSR: hag at siots ‘In 


IAEA. Twenty percent of these ave occiipied by KGB S&T case officers. 


O.K:, go you never heard of any Russians snooping around -OSI . 
and bé'sides sécurity is there with badges and locked safes, etc.,.:60" 
we are protected from’attack, Don't 'you believe it. Let us for a 


moment pretend that we are KGB or GRU operations officers and that 


we wish to penetrate OSI. How do we go about it? Dowe send one of 


our nice Soviet lads to call? Do we use a case officer from one of the 


Eastern European aatellites’? Just for an idea of the magnitude of 
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the Known resources available to us as KGS officers, consider that 
in 1969 there were more than 21,000 Soviet citizens resident in some 


“77 nén-Communist countries. Of these almost gix thousand were 


, official Soviets and aixty percent or 3,560 of these official Soviets 


were intelligence officers. ‘Putting this in local terms, there dre'100 ; 


Soviets offictally lated as é diplomats at the Eesbasiy here in Washing. ; 


it would be more than Pricent to assume that at least 60 of these. 


a a a ; array ‘to which. Phave. geet ailuded, the- seven Eastern. European Comins. 


ai 


7 nist ‘eouatvies’ have’ among ‘thein: ineteen different intelligeace services: 


Aading to the Washington contingent f from these services: brings. ® our” 


- namber up: ‘to. about 100. Bloc intelligence sificcen: - Ane but you. gay 


"the FBI watches them, Do they? Consider the statistics. Assuming’ 


} 
| 
i 
| 
i 
| 
ae. toa. 
(Sey ‘Beople a ave ‘Soviet intelligence officers. In. addition ‘to- ‘thts fofmaidable ie 8% 
| 
| 
| 
s 
' 
i} 


“a 3 man ‘aurvelliance team, which is far too few for a good surveillance 


operation, 24°hour per day. coverage of these people would on the basis 


week, W ith these e figures, you, are talking about some 20% of the 


entire FEI staff of agents just to handle thie emall piece of the pro-.. 


“biem. Nevezthetess, if all we had to worry about were these 100 Bloc 


i i & as | - ‘of 3.eight hour elilfts require 900 people in the street seven days per 
t 
‘agents in Washington, we could rest easy. At the moment for example, 
i : 7 . 
{ 


‘the FBI is terribly concerned about the proposed new Soviet 
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i ‘Consulate in San Francioco which will turn louse the KGL oa the 
{ hae 


couse. 


No, the chancés are that the fellow we need to worry sbsut is 


a nicg friendly American or hig Haleon counterpart who is in the 


building and who:is wearing a’badge. In other words, a-penetratioa 


“agent. . With the use. of that term, let me digress for a-moinent and 


There are several waya to look at .counterintelligence. One. - 


| thing that itis not ie another name fer security, ‘even though there Se 
"are security factors involved. “ Within’ CIA ‘we try to defead or protect 


ae three things:. our people, our installations, and our activities. ‘ Bros 
tecting people and things {s the primary job of the Office of Security, 
Within the Clandestine Service the third item, protecting our activities, 


-_ ‘is a Joint responsibility between'the various area divisions and the ~ 


‘ Counterintelligence Staff. Traditionally ‘speaking, there haa not been. 


i 
: Bale  itry to lay out for you-what-counterintelligence ts all about. Bs 
! 

| a. function similar toa Counterintelligence Staff In DNS& T because 


_ traditionally they were not engaging in operational activities which 
had to be protected. This, as you are aware, is no longer true. Some 


of us who have been exposed to both sides of the house are somewhat 
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uneasy that such hiphly seasitive scientific and techtical information 


and operations are nat better protected than they are, lowever, this 


fa, for my part, oy cpinioa, , =, oe , BE Nia «oe oa 


Pay . Under the terms of: NSSID No. 5, the CIA aii in tura the Cl. 
4 i . ‘Staff bas: USIB 1 reaponssbitiry for Sounte intelligence abrdad. This st oe : ew 
7 means. 2 that cr Staff is to provi: Ze the lead ja developtiy ; a central register ? A Manes a x 
of péaple of counterintelligence interest, a'velojiug councarlataltigench | 
doctrine, Settingap clianaets ise ahariag Cl afore, ete, “Te does 


Ta 4 fa eee 


a not mean that we acts policeman, for the community. Fach agency. [ee 2 GOES “spe tee 


re‘spoartote for. polteisig its own house, and: frankly some dow ‘better . yo (ai. — mgt 


job than others. “However, | there’ ia direct overtapping in the jet age 


t 6 


“between CIA's reoponeibitities and the internal seeustiy Peeponsibilities : ; ; | 
ofthe FBI. There is we cléar line of demarcation betwen UVS, Agencies. — , : 


All work together, . 


2 bias tay ee o~ ante gee Rs eh Aaa 
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Aes an activity, Cl work can 1 be considered to be | two matching 
eee halfa; security | and counterespioaage.  ceiby conatets ot e atablishing . 
patsive er statle defenses agaiasi ali hostile and concealed atternpte : 
to interfer with our intetligence fanctions regardless at who tries to 


i interfer and protecting our secrets. Counterespicnage on the other Vig Ae . 


hand requires the identification of a specific adversary, .a knowledge 
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Fuhat specific ope rations he ts carrying out and the countering or 
neutralizing of hia operations by penetrating or manipulating them so 


that their thrust je turned back upon the agreasor, 


"Finally, and‘thia to mé is the real guts of Clas! know it, a 


defensive service, such.aa a Gounteriate litgence tafe, cannot oimiply 


‘git. ed? build defensive barrie! ra. ac must: accept a ‘eSponatbilty. 


; beyoal the Yequireiments of aécurity it we read security to mean = 


tection against clandestine or. covert attacks on our people, installations, ‘ 


and aitivitics. if this As all, we aeck- “to do, any, y sophisticated latelligence 


service such’aa the GB or GRU, wil bé.too strong for us; and we will 
find ourdelves unequal to the tasks Cood counterintelligencé must be. 


aggressive. It-rust learn all it can about our enernics, learn their 


secrete and be: privy. to their councils. In other words, the one, trane 


" scending abjective af souatorinte}tigente is the penetration « of the enemy 


a inteltigence service, A Soviet défector is of mnuch less value thaa a 


" clandestine pesetration: of the. Soviets service because wita a defector, 


the Soviets know precisely what he Knew and thus how badly they are 
: ¥ y 


hurt, With a penetration, you have the only meand of really knowing’ 


whether you yoursélf are penetrated, 


° 


Insofar as the organization and activities of a counterintelligence 
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a3 are to-a large ents 


ataff are concerned, {ta etructure anc fosetios 


’ 
€ ‘ 


eu dy the activities of ts chief adversary and by national ub« — 


‘ deterrmis 
; - jJecitives. la uy cune thie eat of course be the KGB and GRU. 
i Basically ape faking, most CI Staffs break down into an. Sie ratiane group ee en 
4 ; anda research and caalyels SPOR. | wits the avast a administrative sup< er ; | 


port including’ a very etrong techsieat’s unit. The operations group _ 
carries . fuch activities:as aatveiltacgy and counteFaurvettlancés 


- vee 


penetrations, provoeattons, double @ agent cpetations: technical opefations - ae 5 


aad countértechnical operations, counteriateltigeace inte rrogatisas and 


i 
i r ae 
: 
; 


zs -debriefiags, the handling of walkeins And defectors and joint operations : 


with Yartous: foreign Maison services and operational security. reviews, } ; 


| will be . glad to define and/or expand eS ae meaning of. any of awa as 


° you desire, Ate theese: any questions? Bins oe ; = a 


| “ ol pe csilons group with wontéswite responsibilities is usually . =, . 
- broken-down into geographic’ areas with 3a operations ‘braach: for each — ite ' 
area, A typical operations branch any, have a countereeplonage untt ; 
a countersuvver sion unit, ace sunte rproapaganda unit, and‘an operational 
security. unit. ~ os : : ay aa i 


While the operations group anc Sranches are worrying about the 


day-to-day problems involved in the baatling of operations of the type 


«d 


1 
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we have just lescribed, the 2% A unitias analysing all of the data obs 


tained, devising doctrine aad guldance and putting out reporta about 


_ developments and trends as well ae specific stidlea re iis enemy in 


! 
' 
| a6 7G malich the same manner az you write a report ia OSI, with ve course 


the big’ difference that Cl reporta are intended prifnarity for’ cr audiences 


for an os! or EMSAC. produet, The. R& A unit looks” at the. activities aa 
ofan individual KGB officer ‘as tactical reporting. Activity of the - i 2 


‘Soviet. cEembasey: as a. whole is conaidérei to be opefational reporting aaa i 
P a el 
’ t 


: 4 i 
bs . " and policy: pirpoees. ao that the’ esesialion is much lea then ‘ts the caee 
t 


while Operations of the 268 in toto 2 are adsessed a as strategic réporting. | 
' |: pa ee 
“Since all intelligence organizations handle certain situations. in, certain ie 


{ 


ways Sand each has ‘its hallmarke which reflect SrHene other: things he 


society which it’ vepee ante: long-term analyols by the R & A unit is . 


Soviet Gperalione for what they are and-then countering them, - 


Naturally the KGB would lke to 


. crucial to establish the standard ope rating Proceduece ‘Ge peceiels ing 
Now, back to you as a target. 


achieve that ultimate success - 4 penetration of CIA. daving an ageat 


because people in fatelligence services know #80 much about what ts 


Many of you, for instance, 1 


| 

inthe enemy intelligence service {so a particularly rewarding pastime ; : 
going on in their own country that is classified. 

| 
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kriow a yreat deal about highly classified projects in the Pentagoa which 
have Uitle or nothing to du with our fatetligence coletion or analysis. 
If you are'w working the Soviet ABM problem you net to know a great 


* Ject'about out civn ABI. a : ee ot i 


Many people. work long hard hours to try to ingure that the KGB : - ee - 3 


docs ‘not eaten in getting ‘a. staff employee on their payroll. : 


oe oe Te re a 


"Over tlie’ past th ve" years attenipts by foreign Aatelligence- officers,” . 


pilneipally soviet, to. recruit U. Ss. Government employees: have ‘been 


oe 


; reported ‘ab the rate of about ‘wo a day.” Dirtag: this period there were- 
the’ employee te ‘the point that, he could come right’ out and rivals .¢ the ae 
“yeeruitmeat pitch. Moat af those targeted were State Pepartmént : 
employees, with the. Agency and the Department of Defense ted for 
second, This at least shows that the KGB is trying. But perhaps the So 


- most ‘significant thing to’ think about is this. If this many cases were - 


ae 
y 


reported,’ how about the reerultnient attempts that were not. 


My purpose {a reviewing the above is not to make you start . . - 


looking crosseyed at your colleagues, but merely to suggest that you , 


¥ 
A 


a “ _ more. than iL 000 ineliente in which’ the foreigner fle he had developed” ee be ° ae 


give the matter some thought from time to time. . 


9 


SECRET 


14-00000 


private individuals who either. hold no clearances at au or hold some 


iad of clearance from another Govetanent agency. 


SECKE| 


Let's agoume that we have been aucceselul in kecping any KGU 
, PN 
agents off the payroll, VWihat do! they do next? Who elsé comes into the 


ClA Headyuarters building > I found out recently, to my great surprise, 


‘that there are 100, 000 visitors to this ) building {na yen stime. But - 


Hetts get epeeltic, 1 let!s tal SBout. OS. 0, 7 2. Ste. 


“aeEween August: 1970 and carly this month, Osl bad 293 visitors. 


of this number, the bulk, or 454, were from other Goverarient -agencieo, 


iy 138 were 2 contractors cleared’ by CIA, ‘while the remaining 201 were. 


Unfortunately, GIA is ‘rather untgie in i epending the: stots, money 


As you inaaw, we have our own clears ---- 


. 


and maniours a clearing ‘people. 


“ance system and dJo-not, sey Se the checks stethexs for our employees or _ 


our contractors, With other agencies, and particularty with the Departs 


_ ment of Defense, with employees and contractors in the millions the kind 
‘ of Se YORESANe checks we poniona in CIA would Fun to the thousands. of 
ipecgte and phe billions of denies: and in all selinoud the whole defense 


-effort would grind to a acreeching halt if mney did. 


Too often then an individual with a top secret clearance from 


another. agency ig simply an individual whose name, when checked 
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against the ‘Liste af the various security agencica (National Agency 
Gheck), failed to diacloge any so-called « derrogatory information. I 
can tell you off the record that ther re are anumber of individuals wie ae 
worked abroad on classified Projecto for foreign governments for ‘several 

i 


yeast who then returned to this country and promptly were SrANreS top 


secret clearaices dy.- U.S. agencies without a word asked.. es es ee a 


¥ ith thie the case it:foltows seeder of these people age well 
be vorking for soimidae besides ‘Uncle Sam. aMtoig that line, I'can also 
4 oat os say off the record that there were among those 793 OSI visitors ‘in the : See 
last six ‘chaueente Sn were in fact working for ceukeane besides anor “| Ba th nat 


Uncle Sam. 


Agata: the gaveustae 4g-not calculated:to niake you ats a suspi- 
cious smeurity officer type avel Hopefully it will get you away from 
the state of mind where this sort’ of thing never occurs to you. In 
concluetont I have some spéctfic suggestions to make which are not big, 3 


deal but which, if. jacic mentees can be of help to us all. 


If you are dealing with people outside the Agency, or inside for 


that matter, there is ao need to tell them everything you know about 
everything just because they are cleared. If they come to tall about 
apples, stick to apples. Don't give them a gratis tour of the orchard. 
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{ 
| if one of your contractors or a former comengue Mm industry 
7 5 ceally. tries {a pump you about things that are none of his concern, ghut 
him off. 4f her persista, tell someone... While he is probably trying to 
get more business from us for hia firm, thete may be niore to it than 
t 
' 


’ that. 


If CIA Headquarters: seeine a slaperevs place. to ie former 


colleagues and neighbors, Teaver 4tt that’ ways : Destt give “them: a glee’ 


~ tour’ just for the” hell of Ate 


Don't’ assume that. just because the ‘guy Goes’ ot have ‘a | Russias 


cy 


' game or peat’ with an accent that he is 100% ° — The ideal KGB agent : 


is the W. A, S. P. with a Yale degree and | a: pedigree ‘that sets him into, 


% Ene: Sone. of the American, R evolution. “Even if your guy is just great, be 


ney, have a coe colleague back at the ranch who is not so great. 
7 : “This is something to be kept particularly in mind when dealing with 
foreign liatson noapic Re ‘particularly wary of the Haison type <= 
: _fermember Fuche, Vaseal, Philby, and Sossard,. “And nally, juzt 
Beeduse your friend was cleared ve top secret: whstele six months ago, 


don't automatically assume he atill is. Check. He may have been fired 


in the interim, 


Are there any questions? 
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